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OJ1ekciyt MuxaityioBud PBAYOB,

cmapwutl sukaaday kagedpu iHgpopmayiliHux mexHo102ill ma Kibepbe3neku
dakyrbmemy Ne 4

Xapkiecbko20 HAYIOHA/bHO20 YHI8EpcUmMemy 8HympiwHix cnpas

BikTopisa Onexkcanapisua KOBTYH,
Kypcanmka 2 Kypcy gpakyaomemy Ne 4
XapKiecbKo20 HaYioHA/IbHO20 yHIgepcumemy HympIiwHix cnpas

CYYACHI KIBEPIIIAXPAKMCTBA 11010
ITPOTU3AKOHHOTI'O 3ABOJIOAIHHA
KOIITAMMU 3 BAHKIBCbKHUX
PAXYHKIBI'POMA/ZAAH

Jlo npaBomnopyuieHb y chepi BUKOPUCTAHHS iHGOPMALiHHUX TEXHOJIOTIH

MO>KHa BiJHECTU KibepluaxpalcTBa, Ki 3JI0BMMCHUKH BUMHAIOTh 3 METOIO:

1. Kpagixxku:

0COBGUCTHUX JaHUX KOPUCTYBaviB (HaNpUKIaJ, A/ OTPUMaHHSA KPeUTIB,
CTBOpeHHs1 pelKOBUX aKayHTIB);

JIOTiHIB Ta MapoJIiB 0CTYMY /10 CAalTiB (HalpUKJIa/, /11 PO3CUJIKH CIIaMy,
IIAaHTAKyBaHHSA );

PeKBi3UTIB 6AaHKIBCbKUX IJIATI>KHUX KapTOK (KapAiHT);
3MICTy JIUCTYBaHHS;

doTorpadiii Ta Bileo3anMCciB MPUBATHOIO XapaKTePy;

TOLIO.

2. He3akOHHOTO 3aBOJIOZIiHHS KOLITaMH KOPUCTyBaya yepes:
1) dpelikoBi Be6GcaTH:

IHTepHeT-MarasuHy;

MOMOBHEHHS paXyHKiB MOGiJIbHUX TesedOHiB;

nepekas rpolleu;

y4acThb y posirpaili ToBapis;

2) maxpalcbKi OrosiolleHHs PO NPOAAXK TOBApPiB Ta MOCAYT B Mepexi

[HTepHeT;
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3) Tomo [1].

Haiuacriuie A1 ol1yKyBaHHs FpoMa/isiH Kibepiuaxpai BUKOPHUCTOBYOTb
MEeTO/H ColliaJibHOI iHXKeHepil Ta iHbopMaliliHi TPUBOH, TaKi K, HANIPU-
KJ1aJl, na”zeMis roctpoi pecnipatopHoi xBopobu COVID-19, cipuunHeHoi
kopoHaBipycom SARS-CoV-2.

Haii6is1b111 MOMy/ISIPHOI0 CXEMOI0 BIJIUBY Ha 0CO0Y, 1110 BUKOPUCTOBYETD-
sl B colliasIbHIH iHXeHepii, € cxeMa 6110pyChbKOTO MCHUX0JIOra Ta CollioJiora
B.I1. lllefiHOBa, iKa OJIATA€ y TAKUX Kpokax: 1) popMyBaHHA 1ji/1i BIUIMBY Ha
006'eKT; 2) momyk iHpopMariii npo 06’eKT BIVIMBY; 3) BUSABJIEHHS HAUOiIbII
3pY4YHUX LjiJIe} BIVIMBY; 4) aTpakKLis - CTBOPeHHS HaHUG6I/IbLI CIPUATINBUX
YMOB /IJIsl BIUIMBY Ha 06'€KT; 5) mpuMyc /0 MOTPi6HOI 11ii; 6) HEOOXiJHUH
pesyabrar [2, c. 13].

Jlo OCHOBHHX cIIOCO6iB 3aCTOCYBaHHS COIlia/IbHOI iHXKeHepii MOXkHa BiJjHe-
cty: GIlKHT; BilIKHT; papMiHT; monepepKeHHS PO NIKiAJIMBe IporpaMHe
3abe3MeyeHHs Ha IePCOHAJBHOMY NPUCTPOI KopucTyBaua; «Quid pro quo»;
«JIOpOKHE sI6JIYKO»; 3BOPOTHA CoIliaJibHa iHXXeHepisi; mpeTeKCTUHT [3].

OaHUM i3 NpUK/IaZiB CyyacHUX COCOOiB BUMHEHHS KibepluaxpaicTB €
HaJICUJIaHHA 3JI0BMUCHUKAMU Ha aJipecy KOpUCTyBady eJIeKTPOHHOTO JIUCTA
i3 foro JioriHoM Ta napoJieM Bif sikorock iHpopmauiiHoro pecypcy. Taxi
JIMCTU MOXYTb B aBTOMaTHUYHOMY peXHMI pO3CUJIaTH Clieljia/IbHO CTBO-
peHi 3JI0BMHCHHUKaMU NporpaMy, sIKi aHali3yloThb BUKpaJieHi 6a3u JJaHuX,
3HAXO0JATb TaM aApecH eJIeKTPOHHUX CKPUHbOK KOPUCTYBAYiB, AKI BOHU
3a3HayaJly Iij] yac peecTpallii Ha pecypci, 6a3y AaHUX IKOT'0 BUKpaJIH. ¥ JIUCTI
3JIOBMHUCHUKH HaMaralThCs IIaHTaXXyBaTH KOPUCTYBa4ya PO3MOBCIO/KEH-
HsIM Horo koH}ifeH1iliHOI iHopMauii, sika cTana iM Ha4e6ToO BijjoMa yepe3
HasBHICTb y H1axpaiB JIOTIHY Ta IapoJis KOPUCTYBA4a, AKi BiH, CKopill 3a Bce,
MII BUKOPUCTOBYBATH IIiJ, Yac peecTpalil Ha iHIIUX IHTepHeT-pecypcax.

TakoxK MPOAOBKYETHCS po3cuiIKa GilIMHIOBUX eJIEKTPOHHUX JIUCTIB Ta
NOBiJOMJIEHD BiJ] pea/IbHO iCHYIOUMX ONYyJIsIPHUX OpraHi3aliil Y4 ycTaHoB,
Npo AKi HellloZlaBHO aKTUBHO Nucaau y 3MI, 4u KJIIEHTOM AKHUX 3 BEJIMKOIO
HMOBIipHIiCcTIO MOXe O6yTH OTpUMyBay NoBifoMIeHHd. Hanpukiag, y AKoOCTi
BiJillpaBHUKa JIMCTA MOKe OYTU 3a3HaYeHa 6aHKiBCbKa yCTAaHOBA, IPaBO0XO0-
POHHUH opraH, HallioHa/IbHA YX Mi>KHapo/jHa OpraHisallisi OXOpOHH 3/J0pOB’s
TOI110. 3a3BUYal 10aTKOM (BKJIaZeHHSIM) [10 TAKOTO JIUCTA € IKUICh TEKCTO-
BUH JOKYMEHT, i3 IKUM OTPUMYBaY, Ha J1ii IKOT0 BIJIMHYJIHU, BAKOPUCTOBYIOYH
MeTO/I1 COLia/IbHOI'0 iIHXKWHIPUHTY, TIOBUHEH 060B’I3KOBO 03HAKOMUTHUCS.
[lig 9ac BiIKpUTTS KOpUCTYBauyeM Takoro gaiy BiJj0yBaeTbCsl 3apaKeHHS
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H0ro nepcoHaJbHOI0 MPUCTPOIO LIKiAJMBHUM IPOrpaMHUM 3a0€e3MeYeHHsM,
sike Gepe mif cBifl KOHTPOJIb PO6OTY LILOTO MPUCTPOIO TA HETJIACHO 36Upae
i nepesae waxpasaM KoHQileHLiMHI AaHi KopucTyBaya: JIOTiHH, IapoJii, Ho-
Mepa OaHKIBCbKUX KapTOK, yCi HaXaTi KJaBilli Ha MPUCTpPOI, 306parkeHHs
H0ro ekpaHy TOI10.

Yepes nangemito COVID-19 maxpai moyaju BUKOPHUCTOBYBATH L€ iH-
dopMaliiHUM TPHUBIJ JJ1sT PO3CUJIKH MOBiZIOMJIEHD i3 TPOMO3UIIIE B3ATH
y4acTb y OHJIAWH-OMUTYBAHI, 1110 HAYe6TO NPOBOAUTL iHO3EMHA MeJJUYHA
oprasisallisi 3 METOI0 BHBYEHHS CTAaHy MOLMIMPEHHSI XBOPOOU Ha MeBHiN
TepUTOPil. Y4aCHUKY NPONOHYETHCA OTPUMATH YMMaJly CyMy KOLITIB 3a
y4acTb B aHKeTyBaHHi. [lyis1 TOr0 11106 OTpUMATH KOUITU KOPHUCTYBAy MOBU-
HeH HaJlaTH JlaHi cBO€l 6aHKiBChKOI MJaTi>KHOT KapTKU. [Ipy 1iboMy 1maxpai
BU/ZYPIOIOTDb y JNOBIpJIMBUX I'POMAZiSIH HE TUIbKKM HOMep KapTKH, TEPMIH il
Ji#, ane 1 CVV/CVC ko, uio f03BoJISIE M 3/1iICHIOBATH HECAaHKI[iOHOBaHI
nepekasy 3 6aHKIBCbKOT0 PaxyHKY OLIYKaHOI 0COOU.

Takox 3/I0BMUCHUKH BUKOPHUCTAJIY [TOBIJOMJIEHHS BiJj OpraHiB JlepKaBHOI
BJaau npo Bumaatu 1000 rpuBeHb NeHCiOHepaM, siKi OTPUMYIOTh MEHCit0
MEeHIIY 3a 5 TUC. TPH., @ TAKOX iHIIMM BU3HAYEHUM KaTeropisiM rpoMa/isiH.
['poMa/isiHU TOYa/IM MacoBO OTPUMYBATH Ha CBOi MOGiJIbHI TesiepoHU SMS-110-
BiJloMJ/IeHHS Haue6To BiJy HallioHa/ibHOT'0 6aHKY, iHIIMX 6aHKIBCbKUX YCTAHOB,
[TeHcifiHOTO POH/Y TPO HEOOXIAHICTH yTOYHEHHS PEKBI3UTIB OTPUMYyBayiB
nux BuILIat. [lif yac Toro ik oTpUMyBaui NoBioMIeHb TesiepOHyBaIU 3a
HOMepaMHU TesieQOoHiB, 3a3HAUEHMMU Y TIOBiJOMJIEHHSIX, BOHU PO3MOBJISLIH,
caMi TOro He po3yMitouy, i3 maxpasiMu, siki 3aBoJ10/jiBasIu IX 0COGUCTUMU Jia-
HUMHU Ta iHpopMmallieto Mpo HasiBHI B HUX OAaHKIBCbKi KAPTKU Ta paxyHKH [4].

OcraHHi AiekisibKa poKiB HAOyJIM MOMYJISIPHOCTI IIaxpaichKi Ail, moB’sa3aHi
3 BUKOPUCTAaHHAM lIaxpasMy MONyJIIpHUX BeO6CalTiB i3 mpoaxy ToBapis
Ta HaJ|JaHHS MOC/YT, HapuKaj, olx.ua. [llaxpaiicbka cxemMa MOJISITAE B TOMY;,
1110 11axpai po3Milly0Th OroJIolIeHHS PO NPOAAK 3a IPUBA6JIMBO HU3bKOIO
LiHOI0 nomnyJsipHoro Tosapy. [lif 4ac cnizikyBaHHS i3 NOTeHUiHHUM NOKYII-
1[eM Iaxpai IPONOHYTh HOMY NPOAOBXKUTH CHIJIKYBaHHS B iHIIIOMY, GiJIbII
3py4yHOMY AJis HUX, MeceH/XKepi, Hanpukaaj, Viber, Telegram, WhatsApp
Towo. [1i 9yac cnizikyBaHHS 3 OKYILEeM Yepe3 MeceH/ pKep 1axpal nporo-
HYIOTb 0QOPMUTH NPUAOAHHS TOBAPY Yyepes CepBic MapKeTIiehcy (calTy
OroJIOllleHb) Ta BiNPaBJsSOTh NOKYINLIO rinepnocujaHHs Ha BiJjIOBiAHY
CTOPiHKY. AJie HacnpaB/i MOKyIelb MOTPAIJIsE Ha GIIIMHIOBUI BeGCAHT,
SIKUH KOIIIOE peasibHO icHyro4Yui odiniiHuN Be6GCANT, JTOMEHHE iM’s IKOTO
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ab60 Bifpi3HSETHCA JeKiJibKOMa CUMBOJIAMU Bifi peasibHOT0, a60 YaCTKOBO
MiCTUTBb Horo y cBOiH azipeci. [lokynelb nepekasye yepe3s miJjpo6aeHu N Be6-
CaWT CBOI KOUITH, AKMUMU IPOTU3aKOHHO 3aB0JIO/[iBal0Th 3JIOBMUCHUKH [5].

Tako» OCTaHHI JleKiJIbKa pOKiB axpal He3aKOHHO OTPUMYIOTh JJOCTYI
o SIM-KapTok onepaTopiB MO6GIJIBHOTO (PyXOMOro) 3B’I3Ky 3 HOMepaMHu
TeslepOHIB peasibHO iCHYIOUUX TPOMA/ISiH, IKi BUKOPUCTOBYBAJIUCS AJI
peecTpalii Ha BebcaWTax, AoAaTKax JJisd cMapTPOHIiB Ta JUCTAHIIHHOTO
6aHKiBCbKOT0 06C/IyTOBYBaHHS.

Jlnst orpuManHs SIM-KapTKH 3 HOMEPOM MOGiJIbHOTO TesiepOHY peasbHOI
iCHY04 01 JIIO/JUHU, 3JIOBMHUCHUKH Ge31nocepe/IHbO 3BepTaThCs 10 0giciB 3
06C/IyrOBYyBaHHS KJIIEHTIB onepaTopiB MoO6iJIbHOTO 3B’ 3Ky Ta MOBiAOMJIs-
I0Thb [IPO Hi6UTO 3ary6ieHy HUMHU SIM-KapTKy Ta IpOCATb BUAATH iM HOBY.
[t Toro, 06 34iCHUTH 1110 ollepalliio, IpeICTaBHUK OllepaTopa NPOCUTh
HazsaTu iHopMalilo Npo BXiJiHI UM BUXiZHI A3BIHKK Ta CyMy OCTaHHbLOTO
MOMOBHEHHS paXyHKY BJIaCHUKOM 3ary6JsieHoi SIM-kapTku. 11106 3aBosiozi-
T HOMePOM M06i/IbHOrO TesiepOHY, 3JIOBMUCHUKH KiJibKa pasiB MoCHiJIb
TeJiepOHYIOTh KePTBi 3 pi3HUX TesiePOoHiB Ta iHO/i MOMOBHIOIOTH PAXYHOK
Ha HeBeJIMKY cyMy. BiinoBifHo, Matouu Heo6XifHY iHQopMalito, maxpal
nepeialTh Il onepaTopy Ta OTPUMYHOTh SIM-KapTKy 3 NPUB’I3aHUM 10 Hel
HOMepOoM TeJieQOHY KepPTBH.

Takox 11e ojuH cnoci6 oTprMaHHs SIM-KapTKu 3 HoMepoM TesiepoHy
»KePTBH 0JIATAE B TOMY, 1[0 1Iaxpal KynylTb clienianbHi SIM-kapTky, 1m0
o¢iniiHO MpojaloTh onepaTopu Mob6iIbHOTrO TesedOoHY AJis 3aMiHHU CTa-
pux SIM-kapToK Ha HOBI /1J11 BAKOPUCTAHHSAM IX Y HOBUX CMapTQoHaX, SKi
HiATPUMYIOTh CTaHAAPT 3B’A3KYy 4G a60 B AIKUX MOXKe BUKOPUCTOBYBATUCS
TisibKU nanoSIM-kapTka. Y TakoMy BUIaIKy [1axpai TesiepOHYIOTH KepTBi
Ta NpeACTaBJSIThCS il NpaliBHUKAMU ollepaTopa MOOIJIbHOIO 3B’SI3KY,
MPOMOHYIOTh, HAPUKJIA/J], TepeldTH Ha 6iblI NpUBa6AUBI Tapudu, AJs
4Oro KOPUCTyBad NIOBUHEH Ha3BaTH IM KoJ i3 SMS, aka HacnpaBzi Hazcu-
JIAETbCA abOHEHTY AJIS MiATBepAKeHHs 3aMiHu Horo SIM-KapTKU HOBOIO.
[licns Toro, Ik )kepTBa Nepe/ia€ KoJ, i3 oTpuMaHoro Heto SMS, i1 SIM-kapTka
OJIOKY€ETbHCs, MOGIJIbHUM MPUCTPill epecTae peeCcTPyBaTUCA ¥ MOGIIbHIN
Mepexi, OTpUMyBaTH Ta HafAcuaaTH SMS, 3ailicHI0OBaTH TesiepOHHI A3BiH-
KM, KOPUCTYBATUCS MOGIJIbHUM iIHTEPHETOM cTaE HeMOJIuBUM. [llaxpai x
OTPUMYIOTh JOCTYII 0 HOMepa TesiepoHy NOTepIliioro Ta, BUKOPUCTOBY-
104U CepBicH BiAHOBJIEHHS 320y THUX MMAPOJIiB ¥ COLiaIbHUX KOMIT IOTEPHUX
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Mepexax, 0aHKiBChbKUX YCTAHOB TOII0, OTPUMYIOTh JOCTYII ZI0 PECYPCIB, Zie
OyB 3apeecTpoOBaHUM BJACHUK HOMeDY [6].

daxiB1i y chepi Kibepbesneku Ta GpiHaHCOBOI IPAaMOTHOCTI HArOJIOIYIOTh,
1110 KOPUCTYBayi cydacHUX iHpopMaLiiHUX TEXHOJIOTIM MOBUHHI 6YTH MUJIb-
HUM, 11106 He CTaTH KePTBaMH KibepliaxpaiB Ta He BTPATUTH CBOI KOIITH i
koHOiAeHLiHHY iHopMalito.
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