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Yxan JIMI3AH,

npenodasamesns F020-3anadHo20 yHugepcumema Hayku U mexHuKu
(2. [3ssomyH, Kumatii)

IOpwuii Ilerposuy 'OPEJIOB,

KaHdudam mexHu4eckux Hayk, doyeHm,

doyeHm kaghedpvl UHPOPMAYUOHHBIX MEXHOA02Ull U Kubepbe3onacHocmu
dakysemema N2 4 Xapbko8cko20 HAYUOHAIbHO20 yHUBepCUMema 6HympeHHUX
dea

IOpuii1 BasepreBud 'HYCOB,

KaHdudam mexHu4eckux Hayk, doyeHm,

3asedyrowull kagedpvl UHPOPMAYUOHHBIX MeXHOA02Ull U Kubepbe3zonacHocmu
dakyrbmema Ne 4

Xapbko8cko20 HAYUOHA/ILHO20 YHUBEpCUMemda 8HyMpeHHUX den

PA3PABOTKA AJITOPUTMA
TECTUPOBAHHUA HA IPOHUKHOBEHUE
B KOMIIBIOTEPHYIO CUCTEMY

[IpoBeseHHbBIE UCCIEJOBAHMS MTOKA3aJU, YTO OCHOBHOU IIeJIbI0 TECTH-
pOBaHHUS Ha POHUKHOBEHUE SIBJISIETCS OINpeJiesieHHe BO3MOXKHOCTeH cy-
IIeCTBYIOIIET0 YPOBHS 3aUIEHHOCTH UHOPACTPYKTYPbI B CLleP>KUBAHUHU
HONBbITOK BTOPXKEHUS HOTEHIMAJbHOI0 KUOep 3JI0yMbllIeHHUKA. [Ipy aToM
BOIIPOC MOJTHOTHI 06HAPYKEHHBIX YSI3BUMOCTEN He CTOUT, HO OTPAXKAIOTCSI
BCe YsI3BUMOCTH, UMeIOI[e OTHOLIEHHEe K HallpaBJIeHUsIM aTaKHU.

OcHOBHBIM POKYyCOM JAHHOTO BHJIA TECTHUPOBAHUS 6E30MACHOCTHU SIB-
JiseTcs y6MHa uccaefoBaHusl. [laHHas xapaKTepUCTHKa sBJsieTcs 6oJiee
Ba>KHOM, YeM LIMPHHA 0XBaTa TECTOBbIX IPUMEPOB. ITO ABJSAETCH OAHOHN U3
0COOGEHHOCTEH, KOTOPYIO 1ieJ1ec006pa3Ho YYUThIBATh B IIpoliecce MaTeMa-
THUYECKOT'0 MO/|eJINPOBAaHUS.

Kak yka3zaHo B PyKOBOZJSIIMUX JJOKYMeHTax U IJIaHaX TeCTUPOBAHMUSI
YpOBeHb 3peJIOCTH UHPOPMALIMOHHON 6e30NaCHOCTH, KOTOPYI0 obecreyu-
BaeT JAHHBIM BU/J] TECTUPOBAHUS MOXKHO XapaKTepHU30BaTh B pe/iesiax OT
CpeJIHero /10 BbICOKOTO.
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Pe3ysibTaTaMu mpoliecca TeCTUPOBAHUS HA MPOHUKHOBEHUE SIBJISTIOTCS
GaKThI M/UIU BEPOSITHOCTh B3jioMa (MPOHUKHOBEHHUS) U MOJIyYEeHUsI UH-
dbopMalu 3/710yMbILLJIEHHUKOM.

HpOBe,ﬂeHHbIe Hnccjiea0oBaHuA NO3BOJIMJIM BbIAECJHUTDb pA/J IPUMEPOB
peuaeMbIX 3a/jla4 TECTUPOBAHUA:

— MOJIYYUTb HECAHKLIMOHUPOBAHHBIM JJOCTYN K UHGOPMALMH O KJIMEHTAX,
UX CPe/ICTBAX U [iPpyTUM JaHHBIM;

— NMPOHUKHYTh U3 0QUCHOrO CeTMeHTa B «6OeBOI», I/le PacIoI0XKeHbl
pabouue cepBepbl;

— HApYWHWTb JOCTYIIHOCTb OHpeAe.ﬂéHHOI‘O CepBHUCa,

— TMOJIYYUTH JOCTYT K GaitI0BOM cUCTeMe C HE0O0CHOBAHHO 3aBbIIIEHHBIMU
npaBaMy;

— CKOMIIPOMETHUPOBATH UCXOJHbIEe KOJIbI IPOrPAMMHOT0 06ecliedyeHus U3
CHUCTEeMbI KOHTPOJIS BePCUH.

JlJ1s1 JOCTHKEHUS TOCTaBJIEeHHBIX 1leJIed U pellleHUs PUBeIeHHbIX Bhlllle
3a/la4 BO3MOXXHO HMCI0JIb30BaHUE BCEX JOCTYIHBIX METO/I0B U CPELCTB,
YJI0BJIETBOPSIIONUX OTPAaHUYEHUSAM, TOCTABJIeHHbIM 3aKa34YHMKOM (B T. 4. CO-
MajibHasi UHXXEHePHs, aTaku nepe6opoM u Jip.). [Ipu aTOM UcciegoBaTe
WILYT KpaTYaWIIMU U caMblil [ellIEBbIN MYTh JOCTHXKEHUS LieJIeN.

[IpoeKT 3aKaHUYMBAETCS MO0, KOT/A TOCTABJIEHHAS [IeJIb OYAET JOCTHUT-
HyTa, TM6O0 M0 UCTEYEHUIO BpEMEHHU Ha MPOEKT (eC/JM pacCMaTPUBAIOTCS
MHOTHE BEKTOopa).

[Ipexxae yeM 60Jsiee NOAPOOGHO ONUCBIBATh OCHOBHbBIE 3TANbl TECTUPOBAHUSA
Ha MPOHUKHOBEHUE U Peain30BbIBATh COOTBETCTBYIOLIYI0 MATEMATHIECKYIO
Mo/ieJib He06X0AUMO OTMETUTh OTJINYKTEbHbIE 0COBEHHOCTH U CIeluPUKY
TECTUPOBAHUS PA3JIUYHBIX KOMIIBIOTEPHBIX U UHGOKOMMYHHUKALIMOHHBIX
CUCTEeM, a TaKXKe UX COCTaBJasALuX. [/ 9Toro BeibepeM HauboJiee 4acTo
HCIO0JIb3yeMble 00'beKThI TECTHUPOBAHUS, KOTOPbIe MOXKHO pacCMaTpUBaTh
B COBOKYIIHOCTH 10 PHUHIMITY €JMHCTBA MJ1aTGOpPM BbINOJHEHHUS 3a/4a4 U
GYHKIME. ITO KOMIIbIOTEPHBIE CHCTEMBI yIIpaByieHUs ¢ 3jieMeHTaMu SCADA
u 10T, caitTbl M web-nipuioxKeHUs,, MOOUJIBbHBIE CPeJICTBA U IPUIOKEHHUS.

AHa/Ii3 OCHOBHBIX 3TaNoOB U NPOLEeLyP TeCTUPOBAHUA Ha POHUKHO-
BeHUe [lepeyHCceHHbIX 06 beKTOB I103BOJIUJ pa3paboTaTh U NPesCTaBUTh
060011eHHbIN aITOPUTM TeCTHUPOBAHMUA.

CTpyKTypHad cxeMa aJIrOpUTMa NpeJicTaBJeHa Ha puc. 1.
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CienyeT 3aMeTUTD, YTO B IIpe/CTaBJeHHbINA 060611eHHbIM aJITOPUTM He
BKJIIOUEHBI psJi BO3MOXHBIX [JIJI1 pea/M3alluy NpoLesyp TeCTUPOBaHUS.
Hanpumep, npu TectupoBaHuu «SCADA-KOMIIBIOTEPHBIX CUCTEM» MOXKHO
BOCII0JIb30BaTbCA YCJAyraMH 30HAUPOBAHMSA WX NPOLeAypaMy 3KCIJIOUT
vccienoBaHus. Iis 6osiee riiy60KoM OLeHKKM MOOU/IbHBIX PUIOMKEHUHM MOXK-
HO MCI0JIb30BaTh /I0MOJHUTENBHO OlleHKY ysi3BUMocTelt OWASP Mobile Top
10.IlepedeHb U CIEKTP TAKUX yCJIYT U IPOLEAYDP YBEJIUINBAETCS C KKABIM
rozoM. CBsI3aHO 3TO C OsIBJIEHUEM HOBBIX PUCKOB KHbepaTak.

( Hauano )

AsnatoTca m
0b6beKTaMu TeCTUPOBAHMA CalTbI,
web-npunoxeHus, mobunbHble
CpeAacTBau ux
NPUNOXKEHNA?

fABnatoTca M obbeKTamu
TectuposaHua SCADA uaum loT
cucrembl?

C6op MHpopmaLum 06 obbekTax ‘ ’ CKaHMpOBaHWeE NOPTOB
< |

CylecTByeT i HEOBXO AUMOCTb
TecTupoBaHws 6esonacHocTn
ayTeHTUPUKaumn?

McnonbayeTea M NaposibHan 3awmta’?

‘ MpoBepKa HaAeKHOCTW napons ‘ ‘ TecTupoBaHue npoueayp ayTeHTUGUKALUK

v

‘ MpoBepKa NpuBMaeruit agmmMHUCTpaTopa ‘

Hert

Mcnonb3yeTca M CeCCUOH Hble
npoueaypbl 06MeHa faHHbIMU?

\ 4 ‘ MpoBepKa ycToMunMBOCTN Ceccu i
|

‘ MpoBsepka 6e30MacHOCTV XPaHEeH Us faHHbIX }1

v

MpoBepKa akTyanbHOCTU HACTPONKM CETEBOTO
obopyaoBaH WA

( KoHel, )

Puc. 1. CTpykTypHas cxemMa 06061 HHOT0 a/ITOPUTMA TECTUPOBAHUSA Ha
NPOHUKHOBEHHE
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OHaKo, IO HAIIUM OLIeHKaM, pellleHHe O BKJIIOUeHUHU JIOMOJTHUTETbHBIX
IpoleAyp KaK COCTABJISAIOLIMX OT/[€JIbHBIX 3TANOB 0606II€HHOT0 aIrT0OPUTMA
(puc. 1.) 3HAYUTEIBHO HE CHU3UT TOYHOCTH PE3yJIbTATOB MO/l TUPOBAHUSI.
Heo6x04MMO TOJIBKO YYUTBIBATh 3TH JIONOJHUTENbHbIE GAKTOPBI TPU
3aZlaHUM BEPOSITHOCTHOI'O pacnpesieieHrs KaXK/J0ro U3 3TaloB U BeIGope
k03$PUIMEHTOB pacnpe/ieseHusl.

Odepacaro 30.04.2020
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