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Ipuna ImutpisHa KASAHYYK,

kaHdudam opudu4Hux HayK, doyeHm,

doyeum kagedpu adminicmpamusHozo npasa ma npoyecy gakysomemy Ne 1
Xapkiecbko20 HAYIOHA/bHO20 YHI8EpcUmMemy 8HympiwHix cnpas

Jap’a OnekcanapiBHia CEHAHLIMHA,
Kypcanmgka 4 kypcy ¢pakyaememy Ne 1
XapKiecbKo20 HaYioHA/IbHO20 yHIgepcumemy HympIiwHix cnpas

IMPABOBI ACIIEKTH AISAJIBHOCTI
HALIIOHAJIBHOI MOJIIII YKPAIHU Y
CPEPI INIOA0JIAHHS IHOPOPMALIMHUX
BUKJIUKIB I KIBEP3AT'PO3 Y CYCITIJIBCTBI

3rigHo 3akoHy YkpaiHu «IIpo HanioHanbHY 6e3mneKy YKpaiHu» Bij
21.06.2018 poky N2 2469-VIII ogHUM i3 BaXXJIMBUX HANIPSAMKIB JlepKaBHOI
NOJIITUKH y chepi HallioHaIbHOI 6e31eKH i 060pOHU € 3abe3NedeHHs Kibep-
6e3neku Ykpainu [1]. [Ipo6sieMa nogosanHs iHGopMaliiHUM 3arpo3aM Ta
Kibep3JI0UMHHOCTI Typ6ye He Jivile YKpaiHy, a i yBech CBIiT. OJHUM 3 aCeKTiB
TEPOPHU3MY € KpaixKKa i 3/10M 6a3 JaHUX IK 3aKOPAOHHUX, TaK i BITUU3HA-
HUX Jilep>KaBHUX opraHiB Biaju. [1if 3arpo3o1o 3/10My MOXKYTb lepe6yBaTH
JepKaBHI PEECTPU 3 NIEPCOHATIBHUMHU JaHUMU rpoMaiaH. CydacHi xakepy,
BUKOPHUCTOBYIOYH BCi caMi nepeioBi po3po6ku B obsacTi IT-TexHoJIOTiH,
I10/4HA 3JIaMYyOTh TUCSAY] aKayHTIB. 371laMaTH MO>Ha BCe: NOLITOBY CKPUHb-
KY, aKayHT y COLlia/IbHIN Mepexi, MeU4YHy 6a3y, HoMep 6aHKIBCbKOI KapTH
Ta KpeAuTHOI icTopii Towo. LlikaBo, 1110 YKkpalHa Bxe JaBHO aCOLIIETLCA y
CBiTi 3 MiclieM, Jie pOLBiTa€ KiGep3JIOUMHHICTD. IcKpaBul NPUKJIAJ TOMY
- BUKpuUTa y cepiHi 2015 poky y Cnosydyenux lllTaTax AMepUKH 3/104MHHA
rpyna, B IKii 6y/1u i yKpaiHChKi XaKepH, 1110 3J1aMyBaJsia 6a3u JaHUX CIelli-
asli3oBaHUX GipKOBUX BUJAHb. 3JIOBMUCHUKHU 3aBJa/lu LIKOAHU Y EeCATKU
MiJIbIOHIB [0J1apiB, TOPTyIOUYM HE3AaKOHHO OTPUMAaHOIO iHCAlAepChKOI0
iHpopmarii€ro BeJIMKUX Mi>KHapOJHUX KOMMaHiH [2].

CrtpaTeris kibepbe3neku Ykpainu nepeabayae, 1o cyyacHi inpopmanii-
HO-KOMYHiKal[iliHi TEXHOJIOTiT MOXKYTh BUKOPUCTOBYBATHCS 15 3[[iIHCHEHHS
TEPOPUCTUYHUX aKTiB, 30KpeMa LIJIIXOM [TOPYyLIeHHS PEXXUMIB pO6OTH aBTO-
MaTH30BaHUX CUCTEM KepyBaHHS TEXHOJIOTIYHUMHU MIPOIlecaMy Ha 06'€KTax
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KPUTHUYHOI iHQpaCTPpyKTypH. Bisibloro noumrpeHHs HabyBa€ MOMITUYHO
BMOTHUBOBAHA JIis/IbHICTb y KiGepnpocTopi y BUIJISA/I aTak Ha ypsAA0Bi Ta
npuBaTHI Be6caTu B Mepexi [HTepHeT. [licia aTaku Bipycy «Petya» Ha-
npukinui 2017-ro, Bij Kol mocTpak/aid eHepreTUYHi KoMIaHii, 6aHKH,
ypA10Bi ycTaHOBHY, YKpaiHa nocijiae 3 Miclie CBITOBOMY PeUTHUHTY 3 PUBUKY
3iTKHeHHS 3 Be63arpo3amu. 3a oiniHkamMu ¢axiBIiiB y cdepi 3arpos iHdop-
MalifiHill 6e3neLi xapakTepHi Taki TeH/leHLii: HEKOHTPOJIbOBaHi PU3UKH,
NoB’s13aHi 3 «[HTepHETOM peyeli» Ta MOILIMPEHHSAM MepeXeBUX 3'€/JHaHb;
CTpiMKe 3pOCTaHHA «Kibep3JI0OUMHIB K CepBicy»; 3pOCTaHHS NPaBOBUX
pPU3UKIB y chepi peryoBaHHS MepeKeBUX KOMYHIKallild; XakepCbKi aTakH,
CHpsSIMOBaHi Ha MiJipuB penyTauii noJliTUYHUX cuJ [3, c. 57-58].

['os10BHA poJ1b B NO/0/1aHHI pi3HUX BU/iB 3JI0UMHIB, CKOEHUX 3a JI0NIOMO-
rolo 3aCTOCYBaHHS HOBITHIX TeXHOJIOTiH, HaJexkuTh HanioHabHI#N moJtinil
Ykpainu.

CtBopeHa y pamkax pepopmu cuctemu MBC Ykpainu kibepmnosinis 3/ikic-
HIOE ONIepaTHBHO-PO3IIYKOBY JiSIbHICTB, a OTKe, 3abe3Ieuye peasnisaliro
Jlep>kaBHOI MOJIITUKH y chepi mMpoTHAil Ki6Eep3I0UYMHHOCTI, 3aliMa€EThCs
3aXMCTOM NEPCOHAJBHUX JAHUX POMa/IIH y BipTyaJIbHOMY NPOCTOPI, B
TOMY YU CJi, 60pOTH6010 3 MiPATCTBOM, a TAKOXK MOJIiIeHCbKOI0 J0TOMOTO00
oHJs1alH [4]. [Ipy oMy Ha BUKOHAHHS N10JIOXKeHb 3aK0HY YKpainu «IIpo pa-
tudikarito KonBeHIiii npo ki6epsaounHHicTb» Big 07.09.2005 Ne 2824-1V [5]
Ta 3 MeTO0 3abe3neyeHHs MXKHAPOAHOI AiIBHOCTI KibepnoJinii y cTpyk-
Typi [lenaprameHTy KibepnoJinii fie cekTop HaljioHaIbHOTO KOHTAKTHOIO
IYHKTY 3 pearyBaHHs Ha KibepssiouuHu. BignosigHo po [osoxeHHa npo
JlenaptameHT Ki6epmnoJinii HanioHanbHoI mosinii Ykpainu, 3aTBep/»KeHOT 0
Haka3oM HarnjioHasbHoi nousinii Ykpainu Big 10.11.2015 Ne 85, nisiibHICTB
ni/ipo3/1ijiiB KibepmoJinii cnpssMoBaHa Ha: 1) NpoTH/Iit0 KiGep3/I0UYMHHOCTI,
TOOGTO NPOTUNPABHUM JiTHHAM, 1110 BUMHEHI 3 BUKOPUCTaHHAM iHpopMa-
iHHUX TE€XHOJIOTiN ab6o MoB’sA3aHi 3 BTpyYaHHSAM B pOOOTY KOMIT'IOTEPIB,
NporpamMHoOro 3abe3nevyeHHs], MEPEX, HECAHKI[IOHOBaHO MoAudikalieto
JaHUX, a TAKOX IHIIi IPOTUIIPABHI JjiSHHA, BAMHEH] 32 J0IIOMOT 010 IPUCTPOIB
Joctyny Ao iHpopMaLiiiHoro npocrtopy; 2) 3abesneyeHHs Kibep6e3neku
- CTaHy 3aXUILEeHOCTi IpaB Ta iHTepeciB JIOAWHHY, CYCIIJIbCTBA, AepKaBU
y KibepIpocTopi BiJi IPOTUNPAaBHUX NOCATaHb; 3) NPOTUJiA NPaBONOpPY-
IeHHAM y iHpopManilHik cdepi, Aka CTOCYETbCSA BUPillIeHHS P06JieM
peanizanii iHpopmManifiHoi noJiTUKY JepKaBy, il cTpaTeriyHUMX HanpsiMiB
[6]. Usa pissibHICTL BUMarae HajeXHOI CUCTEMH MPABOBUX 3aX0/1iB, CIIpsi-
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MOBaHUX Ha HelTpaJsisalito, 3an06iraHHsa Ta NpUIMHEHHS Kibep3arpos i
iHpopMariiHUX BUKJIIKIB.

Kpim Toro, BignosigHo g0 Pimenns Paau HanioHasnbHOI 6e3neku i 060-
poHu Ykpainu BiJ 28 kBiTHs 2014 poky «IIpo 3ax0Au 1110/10 BAOCKOHA/IEHHS
dopMyBaHHS Ta peasizanii Jep>kaBHOI MOJMITUKHU y cbepi iHPopMaliiiHOi
6e3neky YKpaiHu» NiATpUMaHHS HaJIEXXKHOTO cTaHy iHpopmaliiiHoi 6e3neku
BU3HAHO BaXKJINBOI QYHKI[i€F0 OPTaHIB MOJIILI 111010 3aXUCTY MpaB Ta CBO-
601 JIIOJUHY i rpoMaZiiHMHA, 3aKpinyieHnx KoHcTuTyliewo Ykpainu [7]. Tomy
CHiBpOGITHUKH YKpaiHCHKOI KibepmoJtinii 60proThcs 3 KiGep3JI0YMHHICTIO i
Kibep3arpo3amu, a TAaKOX 31 ICHIOIOTh Mi>KHapO/{HE CIIiBPOGITHUILITBO L[0/10
3HEIIKO/PKEHHSI TPaHCHAIiOHA/IbHUX 3JIOYMHHHUX YI'PYIOBaHb y 1iK cdepiy
BiIMOBIAHICTB 3 KpaL[MMU CBITOBUMU CTaHJapTaMHu [4].

3Ba)kalo4yM Ha BUKJIAJleHe, MOXKHa JiiTH BUCHOBKY, 10 Y 0CKOHa/J€HHA

NpaBOBUX 3acaj AisabHOCTI nigpo3iniB HanionanpHoi nouinii B chepi

npoTH/Iil Kibep3arpo3aM i iHpopMaIiiHUM BUKJHKAM, Y MepIIy Yepry,

CIpsAMOBAaHe Ha:

— ONTHMI3allilo opraHizaniiHo-QyHKIiOHAJbHOI CTPYKTYPU KOXKHOTO
nigposainy moJinii, y XoAi skoi 0co6/1MBa yBara noBUHHA MPUIIATHCS
aHaJi3y olepaTUBHOI 06CTAHOBKH, BU3HAYEHHIO 6a30BUX BUMOT /10 X
JisIJIbHOCTI, HAa OCHOBi YOTO BXXKe MOBUHHI pOPMY/IIOBATUCSI KOHKPETHI
byHKIIT;

— OOIpyHTOBAaHUH po3MoJia PYHKIIH i 060B’sI3KiB MiX migpo3isaMu i
npaliBHUKAaMH MOJIi1ii, CTBOPEeHHS HaJIeXXHUX YMOB [JIS1 HaJ1aro/PKeHHSA

— 3alpoBa/KeHHSI HOBUX MiAXoAiB f0 popMyBaHHS NepesiKy opraHisa-
I[iliHO-MTpaBOBUX GOPM Ta MeTO/[iB B3aEMO/IiI yCixX cy6’eKTiB mpoTUAii
npaBoNopylIeHHSAM B iHpopMaLiiHil cepi, Ta nigBUILLEHHSA KOHTPOJIIO
3a AKICTIO IX peaJsizalii;

— 3anpoBa/KeHHS Cy4YaCHUX MeXaHi3MiB aHaJIiTUYHOrO | MaTepiaJibHO-TeX-
HiYHOro 3a6e3ne4eHHs IPaBOOXOPOHHOI AiSlJIbHOCTI, TOKpallleHHs CUC-
TEMH 3aXOJiB, CIPSIMOBAHUX HA Mi/|BUILeHHS piBHA nmpodecioHamizmy
MOJIIeCbKUX.
3BaXkal04yH Ha CTPIMKHUH pO3BUTOK iHpOpMaIiHHO-KOMYHIKaI[iHHUX TeX-

HOJIOTiH, TeHJEeHIil0 10 aKTHUBIi3alil 3yCHJIb 1110/10 PO3BUTKY IVI06aJbHOTO
iHndpopmauiiiHoro cycnisibcTBa HaZ[3BUYAHO aKTyaJbHUM € BUPOOJIEHHS
epeKTHBHOIO PaBOBOI'0 MeXaHi3My NO/0JIaHHA Kibep3arposam 3a J01o0-
MOT010 a/IMiHiCTpaTUBHUX 3aCO0iB.
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