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[IpaBo HameXUTH M0 CKJIAJAHOI Ta HEAOCTATHBO CTPYKTYpOBAaHOI ramysi
JOJICHKOI MIsUTBHOCTI, y 3B'SI3Ky 3 IIUM JyXe BaxIuBO mam'statd, mo EC cruin
BUKOPHUCTOBYBATH TYT SK 3aci0, 1[0 MOJIETHIYE 1 JOTIOBHIOE MOXJIMBOCTI (DaxiBIis, a
HE 3aMIHIOE caMy JIIOJIUHY.
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YK 378:003
TAUJAMAKA MUXAWJIO CEPTTMOBUY
kypcanm epynu P-4-302 gpaxyromemy Ne 4
Xapxiecbko2o HAYIOHAILHO20 YHIBEpCUmMeny 6HYMPIUHIX CNpas
OHUIIEHKO 0PI MUKOJIAHOBAY
KaHOUOam HAyK 3 0epicasHo20 YNPAasiiHHsi, OOYeHM,
ooyenm Kagheopu npomuodii Kibepnouunnocmi gpaxynomemy Ne 4
Xapkiecbko2o HayioHaIbHO20 YHIgepcumemy 6HYmMpIiuHIxX cnpas
BUKOPUCTAHHSA ITHOOPMAIIMHUX TEXHOJIOI'TH 1
TEXHIYHUX 3ACOBIB Y MPOTUIT KIBEP3JIOYHHHOCTI TA
TOPTIBJII JIIOAbMH
CboromHi, $K HIKOJM TIOCTAa€ BAXKJIMBUM T[HUTAHHSIM 3aCTOCYBaHHS
iHQOopMaIIiTHUX TEXHOJOrd B JISUIBHOCTI MPaBOOXOPOHHOI CHUCTEMU YKpaiHH.
Po3BuneHHs iHGOpMAIIITHIX TEXHOJIOTIN CIIPUSE, SIK HA PO3BUTOK KiOEP3TIOUYMHHOCTI

Ta TOPriBJl JIIOJABMH, Tak 1 Ha OOpoTHOY 3 LMMH 3i04MHAMHU. J[0 BUKOpUCTaHHS
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TEXHOJIOT1H, peKpyTepu 3ajiexkaTh BiJl OCOOMCTHX COIATbHHUX 3B’SI3KIB, CIOKYCH
OaraTcTBa 1 POMaHTHYHUX BIAHOCHH Jisi BepOyBaHHA >kepTB. KpiMm TOro, >kKiHKH 1
JiBYaTa, BXE TIOB'SI3aHI 3 TOPrOBIEM JIOAbMH, JONOMAraTUMyTh TOPTOBILIO Y
BepOyBaHH1 1HIMX XepTB. OAMH 13 CHOCOOIB, SKUM TEXHOJOTIS 3MIHIOE IO
JTUHAMIKy, - 1€ JO3BOJIMTH pEKpyTepaM MpalfoBaTH Il 3aBICOI0 aHOHIMHOCTI.
Toprosii yacto BeayTh po3moBu uepe3 Dark Web 3a nomomororo Opaysepy Tor, a
TakoX MeceHmkepy Telegram. 3rimHo 3 OIHKOK 3arpo3d  OPraHi30BaHOI
3MI0YMHHOCTI B IHTEepHeTi, mnpoBeaeHoi €Bpomnosiom mpubau3Ho 40 BIICOTKIB
IUTaTEeXIB MDK 3JIOUMHLSAMH BiIOyBaeThes y Bitcoin, gemnenrtpanizoBanii 1UppoBii
BAJIIOTI, 0€3 IeHTpaJibHOTO OaHKy. PoJjib TEXHOJOTIM B TOPTIBJIl JIOJIBMU CTa€ BCE
OUIBIII TPUBOKHOIO, BPAXOBYIOUM 3/IaTHICTH BIJICTEKYBAaTH KOXKEH pyX xkepTBu. Lle
MO>K€ MOTEHUIMHO BKIIFOYATH BUKOpHUCTAaHHS TexHouorii GPS;

OpmHak HOB1 TEXHOJOTII CTalOTh BCE OUIBII BUTOHUYEHHUMH 1 TPAIOTh KIIOYOBY
posb B 00poThO1 TOpriBm JOAbMH. Jlesiki BUKOPHCTOBYIOTHCS ISl BHUSIBJICHHS 1
MOPSITYHKY JKEPTB, IHINI - JUIS BUSBICHHS 3JI0YMHINB. baraTto 3 mHUX TOCSATHECHb
MMOYMHAIOThH JIaBaTH MPABOOXOPOHHUM OpPraHaM MOXJIMBICTh 3HAWTH KOPIHb MEPEX
TOPTIBIII JIIOJbMHU Ta 3yIUHUTHU AISUTBHICTB, 1110 JIEKUTH B i OCHOBI.

B 0CHOBI KO’XHOTO BHITAJIKy TOPTIBII JIFOJABMH JICKUTH JKEPTBA, aJie JI3HATHUCS
ocoOucTiCTh 1€l >kepTBU ckiIagHO. COTHI 300pakeHb JIOACH, fAKI 3a3HAIU
HAaCWJIbCTBA, MYOJIKYIOThCSI B IHTEpHETI KOXKEH JEeHb - HaBITh SIKIIO BCl BOHU
BIJI3HAYEHI MPaIopisiMi, 0araTo XTO 3 HUX OYyIyTh NyOJiKaTaMu BXK€ MOPYIICHHX
cripaB. 3po3yMmiTH, 4u € 300paxeHHsa ayOiikatoM abo HOBO ¢oTorpadiero, 110
noTpedye HOBOI peakilii 3 OOKYy MPaBOOXOPOHHUX OPraHiB, CKIAIHO, OCKUIbKU Taki
300paKE€HHSI BaXXKO BIACTEXKUTH. Temep TEXHOJIOTIT BUKOPHUCTOBYIOTHCA, 1100
MEPEXUTPUTH TOPrOBLIB JIOABMHU 1 MIBUALIE PO3PI3HITH HOBI 1 ICHYIOY1 300paKeHHS.
Hampuknan, Microsoft PhotoDNA wnHaknamae apiOHy ciTKy Ha 300paxeHHS 1
MPUCBOIOE KOXXHOMY KBAJpaTy YHCIOBE 3HAUCHHS, IO MPEACTABISLE «XEHD» - SK
migmuc JJHK qis 300pakeHHsi. 3amicTh TOro, mo0 CKaHyBaTH I 300paKeHHS,
IporpamMa 31CTaBJIsSIE YUCIIOBHM XeIll 3 023010 JaHUX BIJIOMHX HE3aKOHHUX 300paKCHb,

1100 MUTTEBO 31CTaBUTH NMOBTOPIOBAHI 300pakKeHHS.
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1106 1omoMOTrTH MPaBOOXOPOHHUM OpraHaM MEPETBOPUTH i€ HOBOBBEACHHS B
no3uTuBHI Aii, Thorn - TexHonoriunuii crapran, 3acHoBanuii Emronom Katuepowm 1
Hemi Myp s G0poTbOM 3 CEKCyalbHUM HACHJIBCTBOM HaJ JIThbMHU 1 TOPTIBJICHO
HUMH, - YKJIaB TapTHEPCHhKY yroay 3 Microsoft, mo6 m03BonMUTH OpraHi3arlism
J0/1aBaTH 1 OTPUMYBATH JOCTYM J0 IIEHTpaTi30BaHOi 06a3u JaHUX OOMiHY XeIIami. .
Hogi 300pakeHHs, siki HE OyJIM XEIIMPOBaHi, MOBIJOMIISIIOTECS SIK HOB1 )KEPTBH - 11€
O3Hauae, 10 MPAaBOOXOPOHHI OpraHH OTPUMYIOTH MOBIAOMJICHHS MPO HOBY KEPTBY
paniue. Lle npuckoproe BUSBICHHS KEPTBHU.

ToproBui T0JpMH MOXXYTh BUKOPHUCTOBYBAaTH TEXHOJOTII, 1100 MpPUXOBATU
CBOIO [ISIBHICTh, ajieé TEXHOJOTIi TaKOXK E€BOJIOLIOHYIOTh TO, SIK MPAaBOOXOPOHHI
OpraHd 3HAXOATh 3JIOUYMHHI Mepexi. Kio4yoBUM MOMEHTOM € 00'€THaHHS TOYOK
iH(dopMalii BlJ HEYpSIOBUX OpraHi3aliid, JOKEpesl HOBHH, 0a3 JaHUX BIAOMHX
TOPTOBIIIB JIFOJIbMU Ta 1H(QOpMAIIIi PO HUX.

TpaauiiiHui JTI0ICBKUM 1HTENIEKT 30MPaEThCsl HAa MICISIX B KOHKPETHIN KpaiHi
OJlaroIIMHUMM  OpraHi3alisiMi, NEPerisfaloyd JOKepella HOBUH, YYTKM 1 I1HIII
pecypcH, IO 3HaXOAAThCS B iX po3nopsypkeHHl. OCKUIBKKM 0Oarato OmaromidHux
oprasizamiil Aif0Th TIIBKM B OJIHIA KpaiHl, a TOPTiBJIS JIOAbBMHU BIIOYBAETHCS MIXK
KpaiHaMm#, 1110 1HPOPMAIIII0 YaCTO HEOOX1THO TMepelaT YPSIOBUM 1 BHYTPIypsA0BO1
oprasizaiisM, mo0 ckjiacTd Npoduib TOPriBUA JIOARMU ab0 AISUTBHOCTI B OUIBII
HUPOKOMY ceHcl. OIHAaK UbOTO TPAAUIIHHOTO IHTENEKTY 3a3BUYail HEIOCTATHBO JJIS
ITBUJIKOTO BHSIBJICHHS MEpPEKi TOPTOBIIIB JIFOABMU. BHUKOpHCTOBYIOUM BEIWKI AaHi,
nporpaMHe 3a0e3MedYeHHs] IITYYHOTO I1HTENIEKTY 3[JaTHE 3HAXOIUTH 3B'SI3KH MiXK
JIOJIbMH 1 iX TpaH3aKUIsIMH, aJ[pecaMu, MapTHEpaMu 1 3B'sI3KaMU KOMIaHIM, a TaKOX
Macy IHIIOI BIAMOBIAHOI 1H(OpMaIlii, sfKa MOXE BKa3yBaTH Ha MPOTUIPABHY
TisIbHICTE. Po30Mparoun 11 okpemi cyTHOCTI, TexHosoris II moxke moOymyBaTu
JETaNbHY KapTUHY 3J0YMHHOI MEpEeXi, IMOMICTHUBIIM OKPEeMYy TpaH3akKIlilo ado
BIJIHOCMHU B OUTBII IMIUPOKUN KOHTEKCT. BUKOPUCTOBYIOUM MOEIHAHHS JHOJCHKOTO
1HTEJeKTy 1 310paHoi B nudpoBoMy BUIIISAl iHGOpMAIlii, MPABOOXOPOHHI OpraHu

MOXKYTb 1/IeHTU(DIKyBATH TOPTOBIIIB JIOJBMHU 1 iX 3B'SI3KY.



