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VY marepianax KoH(pepeHIii OKpecIeHo HalOIIBII aKTyalIbHI TIPOOIeMH
TpoTUIil KiGep3lOYMHHOCTI Ta TOPTiBII JIOJBMH Ha CydacHOMY eTarli;
[POaHANII30BaHO IHTAHHS IIPAaBOBOTO Ta OpPTraHi3alliffHOro 3a0e3leueHHs
TpOTHUIiT KiOep3TOYMHHOCTI Ta TOPTiBII JIIOJbMH; KPHMiHaJIHHO-IIPABOBI,
TIpoIleCyalIbHI Ta KPUMIHATICTHYHI acleKTH MPOTHIl I[bOMY HETaTHBHOMY
SIBUIILY; PO3TJISHYTO BIIIMOBIMTHUN Mi>KHAPOJHUI JOCBIJ, a TAKOXK KaJpOBE
3a0e3MeUeHHs] PABOOXOPOHHUX OpraHiB. JOCHIIXKEHO BUKOPHCTaHHS
iHpOpMamifHUX  TEXHONOriH 1 TeXHIYHMX 3aco0iB y  HpoTHmil
KiOEep3I0YMHHOCTI Ta TOPTiBII JTFOBMHU.
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Ilybnixayii HasedeHo 6 agMOPCHKIll PedaKyii 3 He3HAYHUMU KOPEKMOPCOKUMU
npaexkamu. Opexomimem He 3a6acouU NOOLIE nousiou asmopie nyonixayit. 3a
00CcmosipHicmb HAYK08020 Mamepiany, npogecitinozo Gopmyniosants, daxmuyHux
O0aHUX, Yyumam, GIACHUX IMeH, 2e02paiyHUX HA38, A MAKONC 3d PO320]0UIeHHS
axmis, wo He niongearomv GIOKpUMOMY OpPYKY, MOWO 6i0n08ioams agmopu
nyonikayiti ma ix HAyKo8i KePiGHUKL.

Enexmpounna xonis 30ipnuxa 0Oe30niamuo po3miwyemvcs y GIOKpumomy
docmyni Ha catimi XapKiecbKko2o HAYIOHATLHO20 YHIBEPCUMENY GHYMPIWHIX CNpAs
(http://www.univd.edu.ua) y po3dini «Budasuuua Oisnoricme. Mamepianu HayKogo-
npakmuyHux KoHgepenyit, ceminapie mowjoy), a maxodxc y penozumapii XHYBC
(http://dspace.univd. edu.ua/xmlui/).

Buoano Koopounamopom npoexmiec OBCE ¢ Vkpaini 6 pamxax npoexmy
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iHopmayitinux mexnonocii 6 Yxpainiy, 3a QinaHcooi niompumku ypsaoy
Cnonyuenux LlImamis Amepuxu.
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Ha Odicepeno inghopmayii.
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nyonixauii.
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Baxap I'eopriiioeuuy JEMHIOB,

Hayrosull cniepobimHuK HayKo80-00CaAi0HOI tabopamopii 3axucmy
iHpopmauyii ma Kibepbesnexu garxyrememy Ne 4 (Kibepnoniyii)
XapKiecbKko20 HAYIOHANLHO20 YHiBepcuMmemy 8HYMPIULHIX Cnpas;
Oaekciit Boaonumuposua XAECTKOB,

cmapuiuti HayKosuil cnispodimHUK HayKoeo-00CtiOHOT tabopamopii
3axucmy iHgpopmauii ma Kibepbesnexku garxysememy Ne 4 (kKibepnoniuii)
XapKiecbKko20 HAYiOHANLHO20 YHiBepcumemy 8HYMpPIULHIX cnpas

AKTYAJIBHICTB XSS-ATAK TA CIIOCOBH 3AXHUCTY BIJ
HHUX

Web-nonatkn € ogHMMHM 3 HaHOUTbII HEOE3MEYHUX CHCTEM Ha
CHOTOHIIIHIN JeHb. [, 3BUYAliHO, XaKepH IIMM KOPHUCTYIOThCA. OmHuM 3
BHJIIB aTak Ha JIONATOK € MibKcalTOBWi ckpunTHHT abo XSS araka. 3apa3
BOHH CKJIaJaroTh O1M3bK0 15% BCiX aTak BUSIBIIEHUX BPa3JIMBOCTEH CalTiB.

XSS araka — me araka Ha BpPa3jMBICTh, sSIKa ICHYe Ha cepBepi, LIO
JIO3BOJISIE BIIPOBAIUTH B reHepyeMy cepBepoM HTML-cropiHky sikuiich
JIOBIJIBHUM KOJI, B SIKOMY MOJKe OyTH B3arajii Bce IO 3aBI'OJTHO 1 IepeaBaTH
IIeH KOJ B IKOCTI 3HAYEHHs 3MiHHOI, (DiIBTpaIlis 1O SKil HE MpaIroe, TOOTO
cepBep He TepeBipsie TaHy 3MIHHY Ha HasIBHICTh B Hill 3a00pOHEHUX 3HAKIB
) <5>5 '5 "'

3HaveHHs 11i€i 3MiHHOT nepenaeThes Bix reHepyemoi HTML-cropinku
Ha CepBep B CKPHUIT, ii BUK/IMKABIIMA LUIXOM BiINpPaBKU 3amuTy. A jaii
MIOYMHAETHCS HalIliKaBime Ayt 3moBMUcHUKA. PHP-ckpunT y Bigmosins Ha
nanuit 3armmut reHepye HTML-cropiky, B siKiii BioOpa)aroThCsi 3HAUEHHS
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moTpiOHUX Xakepy 3MIHHHX, 1 BiJIpaBisie IF0 CTOPIHKY Ha Opaysep
snmopmucHUKA. [1] ToOTo, kaxyuwm mpocrime, XSS ataka - e araka 3a
JIOTIOMOT'OF0 Bpa3JIMBOCTEH Ha cepBepi Ha KOMITIOTepH KilieHTiB. XSS aTaka
Halfyacrine BUKOPUCTOBYEThCs JiIst Kpanikku Cookies. Y HUX 30epiraerbes
iHpopMarist npo cecii nepeOyBaHHS KOpHCTyBada Ha caiTax, 1o i OyBae
MOTPIOHUM XaKepaM JUIsl MepeXOIUIEHHs YIIPABIIiHHS OCOOMCTHMH JaHUMHU
KOpHCTyBaya Ha CaiTi B MeXax, MOKH cecisi He Oy/e 3aKpHuTa CepBepoM, Ha
skoMy po3mimenuii caiit.Kpim mnporo B Cookies 30epiraerscs
3amm(poBaHUi Maposb, MiJ] IKKM KOPUCTYBad BXOOWTh Ha JaHWW CaiT, i
NIPY HAsBHOCTI HEOOXIMHMX YTWIIT 1 Oa)kaHHS 3JIOBMHUCHUKAM HE JyXe
BRXKO pO3MU(PYBATH NAaHUA Mapojb. Ternep OMMIEMO IHII MOMXIJIUBOCTI
XSS arak (3BMUaifHO 32 YMOBH iX YCIIIIHOTO NMPOBEIEHHs). MOXIIUBO MpH
BIJIKPUTTI CTOPIHKM BHUKJIMKATH BIJIKPUTTSI BEIUKOI KUIBKOCTI HEMOTPIOHMX
KOpHCTyBaueBi BikoH. MokimBa B3arajli Irepeajapecamnis Ha iHIIMH cailT
(HanpuKIIaa, Ha CalT KOHKypeHTa abo sikoro-HeOyap "Parimatch").

IcHye MOXKIIMBICTD 3aBaHT)XEHHSI HA KOMIT'IOTEp KOPHCTYBa4a CKpHUIITa
3 JOBUIBHMM KOZOM (HaBiTh IIKiJUIMBOTO) IUISXOM BIPOBAKEHHS
TIOCHJIAHHSI Ha BUKOHYBaHMH CKPUNT 31 CTOPOHHBOTO cepBepa. Halfuacrime
Bi):[6yBa€TI>CH KpaJai’KKa 0COOHCTOI iH(bopMaui'l' 3 KOMIT'IOTEpa KOPUCTYyBaya,
kpim Cookies B sikocTi 00'€KTa KpaiAbKKH BUCTYIAE 1H(bopMau1;1 po
BiJBijaHi caliTh, mpo Bepcii Opayzepa i OHepaHII/IHOI CUCTEMH,
BCTaHOBJIEHOI HA KOMIT'IOTEpl KOPHCTyBaya, Ta JI0 TOTO X IIe i IUIrocyercs
IP-agpeca xomn'toTepa KopucTyBaya.

XSS araka Moke OyTH NMpOBeJEHA HE TIJILKM Yepe3 caiT, ane i uepe3
Ypa3jiMBOCTI B INporpaMHOMY 3a0e3nedeHH (30Kpema, 4epe3 Opaysepwm).
ToMy pEeKOMEHAYEThCSI OHOBJIIOBATH  BHUKOPHCTOBYEME NpOrpamHe
3a0e3meueHHs. Takok MOXIUBe TpoBeneHHs XSS  arak  yepes
BukopucTaHHs SQL-komy. Xakep MOXKe OIaHyBaTH BallOld OCOOHCTOIO
iH(pOpMaIi€l0 aX M0 OTPUMaHHS MapoJIiB JOCTYIY JI0 CalTIB, a Le JyXe
HenpueMHo. Jlo Toro sk XSS araka 3aBaae MIKOIM BUKIIOYHO KITI€EHTCHKAM
MallliHaM, 3aJIMIIAI0YM CEepBep B IMOBHICTIO poOoYyoMy cTaHi, 1 Yy
aZMiHICTpamlii pI3HUX CepBEpiB 4YacoM Mall0 CTUMYJIB BCTaHOBJIIOBATH
3axXHCT BiJ] IOTO BHY aTax.

Pospisusitore XSS artaku nBox BHAIB: akTuBHI i nacusHi. [lpu
NEpIIOMY BHJl aTakM IWIKIJUIMBHI CKPUNT 30epiraeThCsi Ha cepsepi 1
TOYNHAE CBOKO isUIBHICTH NPH 3aBaHTAXCHHI CTOPIHKH CaiiTy B Opaysepi
KJIi€HTA. Ipu mpyromy BHJi aTaK CKPHUIT HE 30epiraerbcs Ha cepsepi i
IIKIJUIMBUIA BIUIMB TOYMHAE BUKOHYBATHCS TINBKUA B pasi Oymb-sKoro mii
KOpHCTyBaya, HallPpUKIIaJ, IpH HATUCKaHHI Ha c(hOPMOBaHE ITOCHUIIAHHSI.

3 MeTor pearizalii paJguKalbHUX 3aXOJiB Oe3IeKy, sKi 3amo0irarTh
XSS-araky, MM TOBHHHI Mam'sTaTH IIPO IEPEBIpKY AaHUX, CaHITApHOI
00poOKM NaHuX, 1 eKpaHyBaHHSI.

Crocobu 60poTHOU 3 JaHUM BHJIOM aTaK:

1) 3abopoHuTH BKJIIOYEHHs Oe3nocependbo mapametpie $ GET, $
_POST, $ COOKIE B reaepyemy HTML-cTopiHKY;
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2) 3a00pOHHUTH 3aBaHTAKEHHS MOBIIBHUX (ailliB Ha cepsep, MI00
YHUKHYTH 3aBaHTA)XEHHs MIKIIMBUX CKpHUNTIB. Bci 3aBaHTaxkeHi ¢aiinu
30epiraTu B 0a3i qaHWX, a HE B (ailyIoBOT CHCTEMI;

3) mepeBipka KOpeKTHOCTI. [IepeBipka maHUX Iie Mpollec 3a0e3NeYCHHS
TOro, 00 Ball JIOAATOK MpAIfOBaB 3 NPaBHJIBHUMH JaHUMH. SIKIIO Baml
PHP ckpunr odikye Iije 4uCio, JJIsl BBEACHHS JaHUX KOPHUCTYBadeM, TO
OyIb-SKMH IHIIMH THI AaHUX Oy[e BIAXWICHWH 1 KOPUCTYBad OTPHMAE
noBiZioMJIeHHsT npo 1e. KokHa 4acTWHa NpU3HAYeHHX UIsl KOPHCTyBada
JIlaHUX TIOBMHHA OyTH TepeBipeHa npu orpuMmanHi. [lepeBipsiite naHi sk Ha
CTOpOHI KJTI€HTa, TaK i Ha CTOPOHI CepBepa, OCKIIbKH MEepeBipKy Ha CTOPOHI
KJIiEHTa HaJ3BUYAMHO JIETKO IepeXuTpUTH. JloTpumyiTech MOCIiJOBHOT
cTparterii 3aXWINEHOCTI J0JaTKa, TPYHTYIOUHCh Ha MEpPEelOBOMY JOCBiIi
PO3pOOKH 3aXHIIEHHUX JIO/IATKIB;

4) expanyBaHHs JgaHuX. Jlms TOro, moO 3aXUCTHTH I[UTICHICTB
BiIOOpa)KeHHS] BUIXIIHUX JaHWUX, BU TIOBMHHI exkpaHyBatH ix. lle
3amo0iXUTh CIpo0i Opay3epa HEHABMUCHO CITIOTBOPUTH 3MICT CIEI[iaIbHUX
TIOCITIZIOBHOCTEH CUMBOJIIB, SIKI MOXKYTh OYTH 3HaleH] 1M;

5)MOXXKHa  BHKOPHUCTOBYBaTM  JUIsi  NEPEBIPKM  BPa3IMBOCTEH
iJIECIPSIMOBAHO PECYpCH, HANPUKIIA, https://metascan.ru

(ITEPEBIPKA 0-65535 [IOPTOB

[MOIIYK excrutoitiB Ta CVE

[Tix6ip napons

[TOIIYK XSS, SQLI, RCE)

3 ychOro HaNMCaHOTO BUIIE, MOXKHA 3pOOUTH BUCHOBOK:

1. Icaye mocuth Oarato BapiaHTIB peaizallii MOmiOHOTO poay aTak, B
0araThbOX BUIAJKax KIIOYOBY pOJb BiJirpae came JIOACHKUI (akTop, a He
TIpoayMaHi il 3T0BMUCHHKA.

2. ATtaka, TOB'A3aHa 3 MEKCAWTOBOIO MiJPOOKOIO 3alUTy IOCHTh
MpocTa B peaizarlii, a, 0TXKe, 9aCTO 3yCTPIUa€eThCs.

3. ATtaku Takoro poay MOXXYTh 3aBJaTH CEPHO3HOI IIKOH caiiTy abo x
KOHKpPETHOMY KOPHCTYBauy.

4. IIpobrnema € aKTyaJbHOIO 3 MOMEHTY HOSIBH [HTEpHETY i 10 OO
JTHSL, 1I€ TIOB'SI3aHO 3 BEIMKMMH TEMIIAMH 3POCTaHHS YKCla BeO-pecypciB.
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