Cyuacna nayka i npagooxopouna dianvuicme. Xapxis, 2019

IpiOpUTET MalOTh NeEpIli 3 BKa3aHUX. TakuM uuHOM, 4. 4 c1. 28 KK crocyerbest
Bcix crareit OcoonmBoi yactunu KK, siki BCTaHOBIIIOIOTH BIITOBIJAIBHICTE 3a Jisi-
JILHICTB 3JI0YMHHUX OpraHizaiiil. BUXos4u i3 3aKOHOJIaBYOTr0 BH3HAYCHHS HaBe-
JIeHOT HOPMH METOIO CIIIBHOI JTiSUIBHOCTI 3JI0YMHHOT OpraHi3aliii € BANHEHHS HE
MEHIIIe IBOX 3JI04KHIB. KpiM TOro, Mpo HEOAHOPA30BiCTh BYMHEHHS 3JI0UHHIB CBi-
JM4aTh Taki Il 03HAKH K CTIMKICTh Ta iepapXiuHicTh. HagBHICTD Yrou MiX 1WieHaMHU
TAKOTO YrpyMyBaHHS JUIsl 3[IMCHEHHS CIUILHOT 3JI0YMHHOI MiSUTBHOCTI, cTaluib-
HICTB CKJIAJly, €IUHI IIPaBUJIA TIOBEIHKY, MiIIOPSIKOBAHICTh YYaCHHUKIB 3JI04HH-
TUIBKY MIATBEPIKYE METY YCHIIIHOIO NPOAOBKEHHS 30UUHHOI JisIbHOCTI.

IpuiiMaroun 10 yBaru BHKIIaJCHE, BBAKAEMO, 110 000B’I3KOBOK KpHMiHA-
JILHO-IIPABOBOIO O3HAKOIO 3JIOYMHHOI OpraHi3alii € HasBHICTh METH BUMHEHHS HE
MEHIIIE IBOX 3JI0YMHIB a00 (haKTUYHE TX CKOEHHSI.

Ooeporcano 27.04.2019

—ooteo -

VK 342.95:[343.6-053.6:004](44)

BikTopis I0piiBna IEBMHOT'A,

kypcant rpynu ®1-402 XHYBC

Hayxosuil kepisnuk: kanoudam opuduurux Hayk 9ymax B. B.

JTOCBIJI ®PAHIIIT Y COEPI MPOTU/III KIBEPBY.JIIHT'Y

VY cydacHMX yMOBax CTPIMKOTO PO3BUTKY 1H(GOPMAIIIHHUX TEXHOJIOTIH Ta iHTe-
HCHUBHOT'0, HEpal[iOHAILHOI'0 BUKOPUCTAHHs pecypciB Mepexi [HTepHeT Bee OLIbIIo0
MIpOIO BUKJIMKAIOTh 3aHETIOKOEHHSI HOBITHI BIPTYaJIbHI 3arpo3H, OJIHIEIO i3 SIKUX € Ki-
6epOyIIiHT, a MUTaHHSA HOro MpoTUii ChOroHi NepedyBaroTh y NEPIINX pauax ooro-
BOPEHHSI JIEP’KaBHHX [IISTYiB K Ha MDKHAPO/IHIN apeHi, TaK i Ha HALlIOHAILHOMY PiBHI.

B naHoMy KOHTEKCTi Ha 0COOJIUBY YBary 3aciIyroBye YCIINIHUIM 3apyOiKHUI
JIOCBIA mpoTHAil KibepOyIiHry, 30Kpema, Takoi nepxaBu €Bpornelicbkoro Corosy
sk DpaH1is, 1[0 Ha CBOTO/IHI € TOBHOIPABHUM ITapTHEPOM YKpaiHH y MUTaHHI BIIO-
CKOHAJICHHS JIisTbHOCTI opraHiB HarioHanpHOi modiuii, Ae ocTaHHI — ofuH i3
cy0’€ekTiB poTUii KibepOyIiHTy.

3azHaunmo, 110 y OpaHilii B nepeBakHii OLTBIIOCTI BYKMBAIOTh KATErOPIik0 «Ki-
6epMOOOIHI», 1110 3a CBOIM 3MICTOM BiANOBifa€ KaTeropii «kibepOymniHr». Lle nosc-
HIOETBCS THM, 1110 Ha 3aKOHO/IABYOMY PiBHI BU3HAYEHO CaMe KaTeropiro «kidepmoo-
OiHD» sIK CcITOBa a00 MOBEAIHKA, IO HOCATH MOBTOPHHIL XapaKTep Ta METOO SKHX €
TIOTIPIICHHST YMOB HTTs >kepTBU. 1110710 3aKOHOIABYOTO BpETYIIOBaHHS, TO Kibep-
Oymninr y ®paHuii HaIEKUTH 10 3JI04UHY, BLINOBLIANBHICTb 3a KU NependadeHa y
BUIJISIIL IO ZIBOX POKIB 1030aBiieHHs BOJi Ta mtpad y po3mipi 1o 30 THC. €BpoO.

OnHuM 13 TONOBHUX Cy0’€KTiB mpoTuii kibepOyninry y ®paniii BU3HaueHa
HarrioHasibHa mostirtisi, a came Imiapo3/Iiil MPeBEeHTUBHOI MistibHOCTI. HarlionansHa mo-
JILIS 3 METOO POTHU T KiGepOyItiHry 3IHCHIOE TaKi 3aXO0/IH SIK: HABYAHHS IiUTITKIB Ta
MoJIoZ1i OE3MEYHOr0 BUKOPUCTAHHS COLIANIbHIX MEpEeX Ta iHIMX [HTepHeT-pecypcis,;
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HaBYaHHA O€3M1€UHOr0 CIIKYyBaHHS B Mepexi IHTepHeT 3 MeToro hopMyBaHHs IIpa-
BWJIbHOI, HEBIKTUMHOI MOBEIHKY Ta iHIII. B nepeBaxkHii O1IbLIIOCTI 3aX0H MPO-
BOJATHCS HE JIMILE B IIIKOJIAX Ta YHIBEPCUTETaX, IPEACTaBHUKH TPEBEHTUBHOI CITy-
’KOU aKTHBHO IPOBOMATH PO3’ICHIOBAIIbHI 3aXOIM Ha MiIIPHEMCTBAX, YCTAHOBAX
Ta OpraHi3allisX He3aJIKHO BiJl OPMH BIACHOCTI.

Cnin 3a3HaunTy, mo OpaHuis y NMTaHHI BU3HAUEHHs HOBITHIX (GOpM Ta 3a-
c00iB mpoTuzii KibepOysIiHTY € TOCHTh POTPECUBHOIO, IO TIOB’I3aHO 3 BUCOKUM
piBHEM KiGepOyIliHry He JuIlIe cepes MiUITKIB, ane i cepen nopocnux. Tak, npu-
BOJIOM JI0 BIOCKOHAJIEHHSI YMHHOIO 3aKOHO/aBcTBA DpaHllii CTaB BUNAJO0K HA I10-
yatky 2019 poky, KoM KiJIbKa XKYPHAITICTiB IPOBIHUX BUIaHb OYJIH 3BiIbHEHI a00
BIICTOPOHEHI BiJ poOoTH uepe3 kibepOyminr. CkaHaan po3ropises micis my6iika-
uii y BuzanHi Libération 8 mororo 2019 poky, ne Oyso MOBIIOMIIEHO MPO iCHY-
BaHH: 3aKpUToOi rpynu B couianbHii Mepexi Facebook min nazsoro Liguedu LOL
(«JTira cmixy»). Y4acHHKH BKa3aHOI CIIIIBHOTH MPOTSATOM JIEKUIBKOX POKIB TPYinu
JIIOZIeH y TBITTEpI, pO3irpyBaju 1o tenedoHy, po3MillyBaiu B Mepexi IopHOTpa-
¢biuni hoToMoHTaXi. XKepTBaMu LIbKYBaHHs Oy/M B IIEPILY YEPrY IX KOJIETU-KIHKU.
[Ticns BkazaHoro, KepiBHULITBOM DpaHiii OyJ0 NPUHHATO IUIaH, IO BKJIIOYAE B
cebe 3ax0au NpoTuii KibepOyIliHry K 3aKOHOaBYOI0 TaK 1 HE3aKOHOABYOIO Xa-
paxrepy. HOBITHI 3aKOHOZaB4i HOBOBBEICHHSI Mepe10a4atoTh OOTSHKEHHS Ha CITy-
xOU colLliabHUX MepesKi, BeO-CalfTiB Ta IHIMHUX PECYPCIB y BUMIISI MOHITOPUHTY,
BUSIBJICHHSI, aHAJI3Y Ta OL[IHKK iH(opMallil, 1110 MyOIIiKyeThCS B MEPEXi 3 TI0/1aJIb-
muM I BUITYYSHHSIM, SIKIIO BOHA MICTUTb BLIKPUTY arpecito Ta KibepOyliHr.

IlizcyMOBYyrOUM BHILIEBHKIIAJIEHE CIIi/I BKA3aTH, 10 Ha chborogHi y ®Ppanuii
AKTHBHO BIPOBA/KYIOTHCS 3aX0/IM MPOTUAIT KiOepOyIIiHTY, [0 HOCATh KOMILICKC-
HHI1 XapaKTep, OCKUIBKY BIPOBAUKYIOThCS He JIMIIE Ha 3aKOHOAaBYOMY PiBHI, aje
Y MaroTh BiIOOpaXE€HHS Y IOBCSIKIICHHOMY JKHUTTI, 110 JO3BOJISIE IOCSITHYTH MaKCH-
MajbHOI'O PE3YIIbTaTy.

Ooeporcano 11.04.2019
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Kapina Pomanisna JOPYEHKO,

kypcant rpynu ®1-304 XHYBC

Hayxosuii kepignux: 0oxmop 1opuoudnux Hayk, ooyenm Hwenxo A. M.

MMOHATTS TA BUAU 3AXO/AIB KPUMIHAJIBHO-ITPABOBOI'O
XAPAKTEPY

KpuminanbHe 3aKOHOZABCTBO YKpPaiHM IOTPHMYETHCS TAKOl 3alI€KHOCTI:
«KpUMiHAIILHUI NIPaBOTIOPYLIEHHS — MOKapaHHs». Y 4. 1 cr. 1 KpuMiHambHOTO KO-
nekcy Ykpainu (nam — KK Ykpainu) BcraHOBIIeHI 3aBJaHHS LbOT'O KOJEKCY L1010
MPaBOBOTO 3a0€3MEYCHHS OXOPOHH HAMOUIBII BOKIMBUX COLIAIBHHUX IIHHOCTEH i
611ar, a Tako 3al00iraHHs KpUMiHAJIbHUM IIPABOIOPYIIEHHAM. 3riJHO 3 4. 2 CT. |
KK Ykpainu ms 3ailicHenns uux 3aBaanb KK Ykpainu Bu3Hauae, siki CyCHijgbHO
HeOe3MeyHi JIisiHHA € KpUMiHAaJAbHUMU IPABONOPYLIEHHAMHU Ta sKi IOKApaHHsI, a
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